WH®OPMALIMOHHAS TAMSTKA
JIJISI OBYYAIOLIUXCSI 1151 PASMELLEHUS
HA O®PUIMAJILHBIX HHTEPHET-PECYPCAX

C KaXIbIM TOAOM MOJOJSKH B WHTEPHETE CTAHOBHUTHCS OOJbINE, a IIKOJIHHUKUA OJHU M3 CaMBIX
AaKTUBHBIX MMOJb30BaTened Pynera. Mexay TeM, MOMHUMO OTPOMHOTO KOJHWYECTBA BO3MOMXHOCTEW, HHTEPHET
HECeT U MpoO0IeMbl. DTa MaMATKa JOJKHA TOMOYb Tebe Oe30MacHO HAXOAUTHCS B CETH.

KomnbiotepHblie BUpYyChI

KomnproTepHslii  BHpyC - 3TO Pa3sHOBUIHOCTb KOMIBIOTEPHBIX IpOrpamM, OTIMYUTEIbHON
O0COOEHHOCTBIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K pa3sMHOXKEHHIO. B omonHeHue K 3TOMy, BUPYChl MOTYT
MOBPEANUTH WJIU MOJHOCTHIO YHUUTOXKUTH BCe (Daliiibl U JaHHBIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHH
KOTOpOro Oblja 3alylleHa 3apakKeHHas MporpaMMa, a TakKe IMOBPEAUTh WIM JaXe YHUYTOXUTH
OTIEPALIMOHHYIO CUCTEMY €O BCeMHM (ailiamu B 11e710M. B GONBIIMHCTBE CllyyaeB paclpOCTPaHSIIOTCS BUPYCHI
yepe3 UHTEPHET.

MeTopl 3a1UThI OT BPEJOHOCHBIX IPOTrpaMM:

1. Mcnonp3yii COBpEMEHHBIE OIEpPALMOHHBIE CUCTEMBI, MMEIOLIUE CEPhE3HBI YPOBEHb 3AIUTHI OT
BPEAOHOCHBIX ITPOTPAMM;

2. [locTrosiHHO ycTaHaBnuBai mautu (LU(pPOBBIE 3aIlJIaTKU, KOTOPbIE aBTOMAaTHUYECKHU yCTaHABIUBAIOTCS
C Leibi0 JopabOTKH MpOrpamMMmbl) UM Jpyrue OOHOBJIEHMS CBOEW OIepaluoHHOW cucTteMbl. CkaduuBail ux
TOJIBKO ¢ ourmanpHOoro cairta pazpadorunka OC. Ecnu cymiecTByeT pekuM aBTOMAaTHUYE€CKOTO OOHOBIICHHUS,
BKJIIOUU €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpPE IOJ IpaBaMU IIOJb30BATENsl, a HE aJMHUHUCTpATOpa. ODTO HE
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. MHcnonb3yl aHTUBUPYCHbIE MPOTrpaMMHBIE TMPOAYKTHl  HM3BECTHBIX MPOU3BOAMTENEH, C
aBTOMATUYECKUM OOHOBIJIEHHEM 0a3;

5. Orpannyp pU3HYECKHA JOCTYI K KOMITBIOTEPY JJIsl IOCTOPOHHUX JIHII;

6. Vcnonp3yil BHELIHUE HOCUTENU MH(OpMalMH, Takue Kak ¢uielka, AUCK Wik (aiia U3 WHTEpHETa,
TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIC (aiiyibl, MOJyYCHHBIC U3 HEHAJCKHBIX UCTOYHHUKOB. J[ake Te (aitsbl,
KOTOpBIE MPHCIaNl TBOW 3HAKOMBIH. Jlydllle yTOYHH Y HETO, OTIIPABIISUII JIH OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He BHJ Nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCero JInIb OpeHs, mapka. Emie B 1991 roxy
HUJIepIaHacKkas KoMmanus 3apeructpuposana opena "WECA", uto ob6o3Hauano cioBocouyeranue "Wireless
Fidelity", koTopsblii nepeBoAMTCS KaK ""OECIIPOBOIHAS TOYHOCTH'".

o Hamero BpeMeHM Jomia apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOH ke TeXHOJorueil. 1o
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHKEe ObLIO JaHO C HAMEKOM Ha CTAHAAPT BBICIICH 3BYKOBOW TeXHUKH Hi-
Fi, uro B mepeBoie 03HayaeT "BHICOKAst TOYHOCTH'".

Jla, OecrutaTHBIN MHTEPHET-IOCTYI B Kade, OTeNsIX M adporoprax SBISETCS OTIIMYHOW BO3MOMXHOCTBIO
BBIXO/Ia B HMHTepHeT. HO MHOTHE 3KCIepThl CUYHMTAOT, uTo obmienoctynubie Wi-Fi ceTH He SBISIOTCS
0e30macHbBIMH.

CoBeTnlI 110 6e30MmacHOCTH paboThI B 001Ie0cTyMHbIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuunyio uHpOpMaiuio depe3 obmienoctynubie Wi-Fi cetu. Pabortas B HEX,
JKeJlaTeIbHO HE BBOJUTH MApOJIH JOCTYTA, JOTHHBI U KaKhe-TO HOMepa;

2. Vcnonp3yit M OOHOBIS aHTUBHPYCHBIE MPOrpamMMbl U OpaHamayep. Tem caMmbIM Tl 00€30MaCHIIIb
ce0st OT 3aKayKu BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoanuun Wi-Fi otkimoun ¢pynkimio "OOmuit noctyn k daitnam u npuntepam”. [lanHast
GyHKIMS 3aKpbiTa MO YMOJYAHHUIO, OJHAKO HEKOTOpPHIE IOJIb30BAaTEIN AaKTUBUPYIOT ee AN yI0OCTBa
HCIIOIb30BaHUs B paboTe win yueoe;

4. He wucnonw3yit myomuunbii WI-FI ana mepemaum JAWUYHBIX AaHHBIX, HAmpuUMep ISl BBIXOAA B
COIMAJILHBIC CETH WJTU B 3JICKTPOHHYIO TIOUTY;

5. Ucnonw3yit Tonbpko 3amuiieHHoe coenunenue uepe3 HTTPS, a ue HTTP, 1.e. npu Habope Be6-aapeca
BBOM uMeHHO "https://*;



6. B mobunsHOM Tenedone otkiaoun pyrkmuio "Toakmouenne k Wi-Fi aBTomarnuecku". He gomyckait
ABTOMATHUYECKOTO MOJKIIOUeHHs ycTpoiicTa K cetsim Wi-Fi 6e3 TBoero cornacus.

ConuajbHble ceTH

CornuanpHble CETH aKTUBHO BXOJIST B HAIY JKW3Hb, MHOTHE JIFOJIU pabOTAIOT U KUBYT TaM MOCTOSTHHO, a
B Facebook yxe 3apermctpupoBaH MHUIUTHApPA YEIOBEK, YTO SBJISAETCS OJHON CEIbMOW BCEX IKHUTEINCH
rIaHeTsl. MHOTHE TIOJIB30BATENIM HE TIOHUMAIOT, YTO MH(OpMaLus, pa3MelIeHHas MU B COIMATIbHBIX CETSX,
MOJKET OBITh HaliieHa U HCIIOIb30BaHa KEM YTOJHO, B TOM YHCIIe He 0053aTeNbHO C OJaruMu HaMepeHHUsIMHU.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH B COLIMAIIBHBIX CETSIX:

1. Orpanuyb cucoK Apy3ei. Y TeOs B IPy3bsiX HE HOJDKHO OBITH CIYYailHBIX U HE3HAKOMBIX JTFO/ICH;

2. 3amuiail cBOI YacTHYIO kU3Hb. He yka3biBail maposu, TenedoHsbl, ajfpeca, J1aTy TBOETO POXKICHUS U
JIPYTYIO TUYHYI0 HHPOPMAIKIO. 3MTOYMBIIIJICHHHUKH MOTYT UCIIOJIB30BaTh Jake HH(GOPMAIIUIO O TOM, KaK Thl U
TBOW POJIUTENH TUIAHUPYETE IPOBECTH KAHUKYJIBI;

3. Bammimai cBOKW pemyTaluio - JepPKHU €€ B YUCTOTE M 3a/aBaii cebe BOMpoc: XOTeN Obl ThI, YTOOBI
JpyTHUE TOJIH30BATEM BUEIH, UTO ThI 3arpyskaeiib? [lomgymai, mpex e ueM 4To-To OmyOJuKOBaTh, HAIMKCATh
U 3arpy3uTh;

4. Ecnu THI TOBOPHIIG C JIIOJbMU, KOTOPBIX HE 3HACIIb, HE HCIOJB3YH CBOEC PEAIbHOE UM U JIPYTYIO
JUYHYI0 UHPOPMAITUU: UM, MECTO JKUTEIIbCTBA, MECTO yueObl U MpoUee;

5. N3beraii pasmemenus gororpaduit B uTepHeTe, rae Thl M300pakeH HAa MECTHOCTH, MO KOTOPOM
MOXHO OIPEAEIIUTh TBOE MECTOIOJIOKEHHE;

6. [Ipu peructpanuu B COIMAIBLHON CETH HEOOXOAMMO HCIIONB30BATH CIOXKHBIE MApPOJIH, COCTOSIINE U3
OykB ¥ u(p ¥ ¢ KOJMUESCTBOM 3HAKOB HE MEHEe §;

7. st counanbHOM CETH, MOYTHI U APYTHUX CAaWTOB HEOOXOAMMO MCIIOIB30BaTh pa3Hble mapoiu. Toraa
ecyu TeOst B3JIOMAIOT, TO 3TOYMBIIUICHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE JeHbI U

DJIEKTPOHHBIE JEHBIH - 3TO OYEHb YJIOOHBIM crocol IuiaTe)ked, OJHAKO CYHIECTBYIOT MOILLIECHHHKH,
KOTOPBIE XOTAT MOJTYYUTh ITH JCHBTU.

DJIeKTPOHHBIE ICHBIU MOSBUINCH COBCEM HEABHO M MMEHHO HM3-3a 3TOTO BO MHOTHX T'OCYJapcTBax /10
CHUX IOp HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, TIe UX Pa3AesSIOT Ha HECKOJIBKO
BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs
MIPOBOAMTH ONepanuu 0e3 uaAeHTU(UKALUN TOJIb30BaTENs, B HEAHOHUMHBIX UJEHTU(UKAIUS TOIH30BATENS
SBIIIETCS 003aTENBHOM.

Takxe crenyer pa3nuyaTh DJIEKTPOHHbIE (UATHBIE JEHBIU (PaBHBI TOCYJAapPCTBEHHBIM BaNIOTaM) U
3JIEKTPOHHBIC He(DUATHBIE JEHBI'M (HE PABHBI TOCYAAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI M0 6€30MaCHOI paboTe C TEKTPOHHBIMU J€HBTAMU:

1. TlpuBsku K cueTy MOOWIBHBIN TeneoH. DTO caMblii yIOOHBIH U OBICTPBIN CIOCOO BOCCTAHOBUTH
noctyn K cuety. [IpuBsizaHHbIN TeaedoH MOMOXKET, eciu 3a0yAellb CBO MIaTeKHbIIM Mapoiib WIK 3aifIenb Ha
CalT C HE3HAKOMOTI'0 YCTPOMCTBA;

2. Vcnionb3yit ogHopa3oBsie mapoinu. [locne nepexosia Ha yCHIIEHHYIO aBTOpU3alIMIO Te0e yke He OyAeT
yTPOKaTh OMACHOCTh KPa)ku WJIM IiepexBaTa IJIaTeKHOTO IapoJis;

3. BeiGepu crnokHbIN naposib. [IpecTymankaM OyneT He MPOCTO yrajaTh CIOXKHBIA MMapoiib. HamexHbie
MapoJI - 3TO TApOIU, KOTOPBIE CO/AEPKAT HE MEHEe 8 3HAKOB M BKIIIOUYAIOT B c€0sl CTPOYHBIE U MPOIHCHBIC
OyKkBBI, IUGPHl U HECKOJIbKO CHMBOJIOB, TaKMe KakK 3HAaK Jojuiapa, (yHTa, BOCKJIMIATEIbHBIA 3HAK M T.II
Hampumep, $tRONg!;;

4. He BBOZIM CBOM JIMUHBIE JaHHBIE HA caiiTax, KOTOPHIM HE JJOBEPSEIIb.

DJIeKTPOHHAS MOYTA

DNeKTpOHHAs MOoYTa - 3TO TEXHOJIOTUS U MPEAOCTaBIAEMbIE €10 YCIYTrd MO NEPECHUIKE U MOJYyUYECHUIO
ANIEKTPOHHBIX COOOIICHU, KOTOPBIE PACHPEICIIIIOTCS B KOMIBIOTEpHOH ceTh. OOBIYHO 3JICKTPOHHBIN
MOYTOBBIA SAIIUK BBITTIAIUT CIEAYIOIIUM 00pa3oM: UMS MOJb30BaTeNsa(@uMs_JoMeHa. Takxke Kpome
mepeiady MpoCTOTro TEKCTa, UMEETCSl BO3MOKHOCTh IepeIaBaTh (Daiibl.

OcHOBHBIE COBETHI MO 0€30MaCHOI paboTe C IIEKTPOHHOM MOUTOH:



1. Hago BBIOpaTh MpaBUIIBHBINM MOYTOBBIA cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBHIOOP OECTIaTHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIy4llIe TOBEPATh TEM, KOT'O 3HACIIb U KTO IIEPBBIA B PEUTHHIE;

2. He yxka3pBalli B JuyHOM TouTe JuuHyro wuHpopmammio. Hanpumep, mnydme BbIOpaTh
"My3bIKanbHBIN _(haHaT@" i "pok2013" Bmecto "temal3";

3. Hcnonp3yil [ABYXA3TamHYyH aBTOPU3alMI0. DTO KOrJa HNOMHMO Mapojis HYXHO BBOAHWTH KOJ,
npucbUIaeMbIi 1o SMS;

4. BwiOepu cnoxHBIM maponb. [ KaXKAOro MOYTOBOTO SIIKKA JIOJKEH OBITh CBOW HaJE)KHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecam ectb BO3MOKHOCTB HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Mcnionb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBrlii u1sl yaCTHON NMEPENUCKU € aapecaTaMu, KOTOPbIM
ThI I0OBEpSCLIb. ITO MEKTPOHHBIN aJipec He HaJ0 UCIIOJIb30BaTh IIPH PETUCTpAIMU Ha (popymax U calTax;

7. He oTkpbiBaii ¢aiiiael U ApyTrUe BIOKEHHS B MUCHbMaxX, Ja)K€ €CJIM OHH MPHUIUIA OT TBOUX JPY3€Hl.
Jly4iie yTOYHH y HHUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailbl;

8. Ilocne okoH4yaHusi pabOTHl Ha TOYTOBOM CEPBUCE IEPE] 3aKPhITHUEM BKJIAJKH C CAWTOM He 3a0yib
HaxkaThb Ha "Beriitu".

Ku6epOyuIMHT I BUPTYaJbHOE U31€BATEIbCTBO

KubepOymnuHr - mpecieqoBaHuME  COOOLICHUSMH, COJEPXKALIUMH  OCKOpPOJICHHs, arpeccuio,
3alyruBaHue; XyJUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C IIOMOILBIO Pa3IMYHbIX HUHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITUHIOM:

1. He Opocaiicst B 60ii. Jlyummii cmoco6: mMocOBETOBAThCS Kak ce0si BECTH M, €CJIM HET TOro, K KOMY
MO’KHO 00paTUThCs, TO BHAYaJIe YCIOKOUTHCA. Eciu Thl HaUHEIIb OTBeYaTh OCKOPOICHUSIMU HA OCKOPOJICHUS,
TO TOJIBKO eI1e 0O0JIbIIEe Pa30XIKeIb KOH(IINKT;

2. Ynpasinsii cBoel KubeppenyTanuei;

3. AHOHMMHOCTH B ceTh MHHUMas. CyIIECTBYIOT CIOCOOBI BBIICHUTb, KTO CTOUT 33 AHOHMMHBIM
aKKayHTOM,;

4. He cTouT BecTH XyJHMTaHCKHIA 00pa3 BUPTYalnbHOH ku3HU. IHTEpHET (PUKCUPYET BCE TBOU ACHUCTBUS
U COXpaHseT uX. Y JaInuTh UX OyJleT KpaliHe 3aTpyJHUTENbHO;

5. Cobmroiali CBOXO BUPTYIIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuanyHbii Heratus. O1HOPa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JTyUllle HTHOPUPOBATh.
OOBIYHO arpeccus NpeKpaaeTcs Ha HadyalbHOU CTa/Iuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOLIEHHSMH, B COLIMAJBHBIX CETSIX €CTh
BO3MO>KHOCTb OJIOKMPOBKH OTIIPABKH COOOIIEHUH C ONIPEAEICHHBIX aJIPECOB;

8. Ecnu ThI cBuerens kubepOyiuuHra. TBoM 1€HCTBUS: BBICTYIIUTh IPOTUB MpecieioBaTeNs, 0Ka3aTh
€My, UYTO €ro JIeHCTBUS OLEHUBAIOTCA HETaTUBHO, MOJAEPKaTh KEPTBY, KOTOPOU HY’KHA ICHUXOJOTHYECKast
MOMOIIlb, COOOIIUTE B3POCIIBIM O (PAKTE arpeCCUBHOTO MOBEIEHHS B CETH.

MoOuabHbIii TesieoH

CoBpeMeHHbIE cMapT(OHBI M TUIAHIIETHI COJEpKaT B ceOe BIOJHE B3POCHBIA (YyHKIIMOHA, H TENEPh
OHM MOTYT KOHKYPHPOBATh CO CTallMOHAPHBIMH KOMITbIOTEpamMu. OJIHAKO, CPEJCTB 3alUTHI ISl TOA00HBIX
YCTPOMCTB MOKa O4Y€Hb Majio. TecTUpOBaHWE M MOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCUBHO,
kak juist [1K, To *e camoe kacaercs U MOOWIbHBIX TPUIIOKESHHI.

CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl yKe MPAKTHYECKH JOTHAIM HACTOJIbHBIC AaHAJIOTH, OJIHAKO
pacmmpenue GpyHKIIMOHAIA BIeYeT 32 CO00# OOJIBITYIO CIIOKHOCTh U MEHBIITYIO 3aIUIIICHHOCTb.

Jlanexo He Bce MPOM3BOIUTEIH BBITYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH IS
CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIILHOTO TelleoHa:

Huuero He siBisieTcst mo-HacTosimeMy OecriiaTHbIM. Bynb ocToposkeH, Belb Korjga TeOe mpenararor
OecriaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TIATHBIC YCIYTH;

Hywmaii, npexe gem otrpaButh SMS, poto wim Bumeo. Thl TOUHO 3HACIIB, T¢ OHA OyIyT B KOHCYHOM
urore?

Heo0xo1umMo 0OHOBIIATE ONIEPAIIMOHHYO CHCTEMY TBOETO cMapT(dhoHa;

Hcnonb3yit aHTUBHPYCHBIEC IPOTPAMMBI ISl MOOMITBHBIX Tese(OHOB;

He 3arpyxaii mpuioXeHUsI OT HEU3BECTHOTO MCTOYHHKA, BEIb OHU MOTYT COJEP’KATh BPEIOHOCHOE
MPOrpaMMHOE 00ECTIeUeHUE;



[Tocrne Toro kak Thl BBIIACIIb € caiiTa, TJie BBOJMII JIMYHYIO HHPOPMALIMIO, 3aiii1 B HACTpOIKHU Opay3epa
U yaanu Cookies;

[Tepuonuuecku npoBepsiii, Kakue IIaTHbIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIITH K KOMY JOBEPSICIIb;

Bluetooth momken ObITh BBIKIIIOUEH, KOT/Ia ThI UM HE TOJB3yelbes. He 3a0bIBaii HHOT1a IPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHbIE, 3aXBATHIBAIOLINE PA3BICUEHUS, OObEAUHAIONINE COTHU
TBICSIY YEJIOBEK M0 BceMy Mupy. Urpoku uccneayror JaHHbIH UM MUp, OOLIAIOTCS APYT C APYTOM, BBITOJIHSIOT
3a/laHusl, CPaXKarOTCsl ¢ MOHCTPaMHM M IIOJY4YaroT OIBIT. 3a YAOBOJIBCTBUE OHM ILIATAT: MOKYHAOT IUCK,
OIJIaYMBaOT A0OHEMEHT WM MPUOOPETAIOT KAKUE-TO OIILIUH.

Bce 3t cpenctBa umAyT Ha MOANEpKAHME W PA3BUTHUE MIPbI, a TakkKe Ha caMmy O€30MacHOCTb:
COBEpUICHCTBYIOTCS CHUCTEMBbl aBTOPM3AllMM, BBIIYCKAIOTCS HOBble NaTdyu (LUUGPOBbIE 3aIUIATKH  JUIS
IIPOrpamMMm), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1nom06HbIX Urpax CTOUT OMAacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KpakH TBOETO Iapois, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMH OOJIBIINHCTBA UTD.

OCHOBHBIE COBETBI 10 OE30MACHOCTH TBOETO UT'POBOI'0 AKKAYyHTa!

1. Ecnu npyroit urpok BeneT ceds MI0X0 WM co3faeT Tede HeNMPHUIATHOCTH, 3a0J0KUPYH ero B CIMCKe
HUTPOKOB;

2. Iloxamyiics aqMUHUCTPATOpaM UIPhl HA IUIOXOE IOBEIEHUE 3TOIO UTPOKa, JKENATEIBHO IPUIIOKUTH
KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He yxa3piBaii Tu4yHy0 HHPOPMALIUIO B Tpodaiiie urpsl;

4. YBaxkail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBail HeopuIMaIbHbIE IATYN U MOJIBI;

6. Micnonp3yii ClI0XKHBIE U pa3Hble MapoJiy;

7. Jlaxxe BO BpeMs UIPBl HE CTOUT OTKIIIOYaTh aHTUBHpYC. IIoka ThI urpaems, TBOW KOMIBIOTEP MOTYT
3apa3uTh.

OumuHr WiIn Kpaxka JUIHbIX JAaHHBIX

OOBIUHOM KpaXkell JieHer U JOKYMEHTOB CEroJiHs YK€ HUKOTO HE yJMBHIIb, HO C PA3BUTHUEM UHTEPHET-
TEXHOJIOTHH 3JI0YMBIIIJIEHHUKY IEPEMECTUIINCH B UHTEPHET, U MPOJIOJKAIOT 3aHUMATHCS "TIOOMMBIM" J1€TI0M.

Tak mosiBWIIach HOBasi Yrpo3a: WHTEPHET-MOIIEHHWYECTBA WM (UINMHT, TJIABHAS IE€Th KOTOPOTO
COCTOHMT B TIOJNyYeHUU KOH(UACHIIMATIBHBIX JAHHBIX MOJIb30BATENEH - JIOTMHOB U maposeil. Ha anrnumiickom
si3bike phishing unrtaercs kak ¢ummHr (ot fishing - peidHas noBis, password - mapos).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM:

1. Cnenu 3a cBouM akkayHToM. Ecinu Tl mopo3peBaellb, YTO TBOS aHKETa OblIa B3JIOMaHa, TO
He00X0IuMO 3a0JI0KMPOBATh €€ U COOOIIUTh aAMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonw3yii 6e30macHbie BeO-CaiiThl, B TOM YHCIIe, MHTEPHET-MAara3uHOB U MTOUCKOBBIX CUCTEM;

3. Ucnonp3yit ciiokHbBIE U pa3Hble mapoiu. Takum o0pa3oM, eciiv TeOst B3JIOMAIOT, TO 3TI0YMBIIIJICHHUKU
MOJTy4YaT AOCTYII TOJILKO K OJTHOMY TBOEMY MPO(MUITIO B CETH, & HE KO BCEM;

4. Ecnu 1e0s B3mOMalu, TO HEOOXOIUMO MPEIyNpPeUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE TOOABIEHBI Y
TeOSI B JIPY3bsiX, O TOM, YTO TEOS B3JIOMAIU M, BO3MOXHO, OT TBOETO MMEHH OYJET pacchUIaThCs CIIaM U
CCBUJIKY Ha (PUIIIMHTOBBIE CANTHI;

5. Ycranosu HanexHbli napossb (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKJII0YM coOXpaHEeHHe MmapoJs B Opaysepe;

7. He otkpeiBail (aiiiel M qpyrue BIOXKEHUS B MUChMaX, JIaXe €CIM OHM TPHUIILUIA OT TBOUX JpPYy3eH.
Jlyyiie yTOYHH y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailiibl.

HudpoBas penyrauus

[ludppoBas pemytamust - 3TO HEraTUBHAs WJIM TO3WTHBHAs uWHpopMmamus B cetd o Tele.
Kommpomerupyromas nHGpopMaIus, pa3MeicHHass B MHTEPHETE, MOXET CEPhe3HBIM 00pa30M OTPa3UTHCS Ha
TBOEHU peanbHOM sxu3HuU. "L{udposas penyramus" - 370 TBOM UMUK, KOTOPBIH GopMupyeTcst u3 HHGOpMAIHH
0 Te0e B UHTEpHETE.



TBOE MECTO JKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOEHHOCTH XapaKTepa U paccKasbl O
OJIN3KHUX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue noApoCTKH JETKOMBICIIEHHO OTHOCSTCS K MyONuKaluuu JTudHoU uHpopmaruu B HTepHeTe, He
MOHMMAasl BO3MOXKHBIX TMoOcCiencTBUM. Thl Jaxke HE CMOXeEHb J0rajatbCsi O TOM, uTo (¢ortorpadus,
pa3MelnieHHast 5 JieT Ha3al, cTana MPUYMHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTtapuu, pazmernienie TBoux Qortorpaduii u Apyrue ASHCTBUS MOTYT HE MCUE3HYTh JIaXe Mocie
TOT0, KaK Thl UX yJaIulib. Thl HE 3HAEIIb, KTO COXPAaHUI 3Ty MH(OPMAIIMIO, MONaNa U OHA B MOWCKOBBIC
CHCTEMBI M COXPAaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPYXKAroIIue JIOAN, KOTOPBhIe HAWAYT U
yBUIAT 3T0. HaliTh MHPOpPMALIMIO MHOTO JIET CITyCTS CMOXKET JIF0O0H - Kak U3 J0OpBIX MOOYKACHUH, TaK U ¢
HaMEpEeHHUEM MIPUUYUHUTH Bpell. ITO MOXKET OBITh KTO YIOHO.

OCHOBHBIE COBETHI IO 3aLUTE UPPOBON permyTaIIH:

1. [Toxymaii, mpex e uem 4yTo-TO IyOJUKOBATh U MepeaBaTh y ceOsi B 6JI0TE UK B COITUATBHOM CETH;

2. B nactpoiikax npoQuisi ycTaHOBH OrpaHUUYEHHs Ha IIPOCMOTP TBOETO NMPOMUISt U €ro COAEPKUMOTO,
cenai ero Toyibko "nis Apy3en”;

3. He pa3memaii u He yka3biBail HHPOpPMaLHIO, KOTOPask MOXKET KOT0-TM00 OCKOPOJIATH UM OOUXKATh.

ABTOpPCKOE PaBO

CoBpeMeHHbIE MIKOJIBHUKH - aKTUBHBIE I0JIb30BaTeNd LU(pPOBOro mpocrpaHcTta. OJHAKO JaleKko He
BCE 3HAIOT, YTO IOJIH30BAaHWE MHOTMMH BO3MOXKHOCTSMU LU(POBOro Mupa TpeOyeT coOJtoJIeHusl NpaB Ha
UHTEJUIEKTyallbHYI0 COOCTBEHHOCTb.

TepMmuH "UHTENIEKTyaabHasi COOCTBEHHOCTD' OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM YEJIOBEYECKOTO yMa,
HauMHAs C HOBBIX M300peTeHMH M 3HAKOB, 0003HAUYAIOUIMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYyTH, U
3aKaH4MBasi KHUraMu, ¢pororpadusiMu, KHHOPUIbMAaMU U MY3bIKaJIbHBIMH ITPOU3BEACHUSIMH.

ABTOpCKME MpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS HAYKH,
JAUTEpaTypbl M HUCKyCCTBAa. ABTOpCKHE IIpaBa BBICTYNAIOT B KAauecTBE TapaHTUU TOroO, 4YTO
UHTEJUIEKTYallbHBII/TBOPUECKUI TPy aBTOpa He OyJeT HalpacHbIM, JacT €My CIpPaBEAJIUBbIE BO3MOXHOCTH
3apaboTaTh Ha pe3yibTaTax CBOETO TPyZa, MOJYYUTh W3BECTHOCTh M NpHu3HaHue. Hukto 0e3 paspeuieHus
aBTOpa HE MOXET BOCIPOU3BOAMUTH €ro IPOU3BEACHHME, PACHPOCTPAHATh, IyOJUYHO JEMOHCTPUPOBATH,
MpO/IaBaTh, UMIOPTHPOBATH, MTyCKATh B MPOKAT, MTyOIMYHO MCIIOIHATH, TTOKAa3bIBATH/UCIIONHATE B dPHUPE WIH
pa3merath B IHTepHeTe.

Hcnons3zoBanue "mupaTckoro' mporpaMMHOTO OOeCleueHUss MOXKET MPUBECTH K MHOTHUM PHCKaM: OT
MOTEPHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKM TBOEIO YCTPOWCTBA, I/I€ YCTaHOBIIEHA HeJeraibHas
nporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYLIECTBYIOT JIETajJbHBIE M OECIUIaTHBIE MPOTPAMMBI, KOTOpPHIE
MO’KHO HailTH B CeTH.

O nopraJjie
CereBU4OK.p( - TBOU TJIaBHBII COBETYMK B CETH. 3[€Ch Thl MOXKEIIb Y3HaTh O 0€30MaCHOCTU B CETH

MOHATHBIM U JOCTYIMHBIM A3BIKOM, a IIPU BO3HUKHOBCHUUA KpHTH‘-IGCKOfI CUTyalluun O6paTI/ITI)C$I 3a COBETOM. A
TAKIKC IIPUHATH Y4aCTHUC B KOHKYpPCax U CTaTb CaMbIM I_II/I(prBBIM Fpa)KI[aHI/IHOM!



